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AEER AR . ZENEN K 128 Puky, KRN 128 ths. s
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FHY BREE key expansion algorithm
F A e R H s E T
14
B rounds
R RR BB IR
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¥  word
K N32 R4 () »

1.6
S&  S-box
S A A EM 8 theFk N 8 thkFh B, 1 NShox(-).

2 RFSMGEREE

N AN S RN G e 3 T A SO
® 32 bk
&K i 32 LG A R ifor

3 HyEEH

SM4 I HPGE D S SR KDY 128 Loy, #HIKEEY 128 Lhfy.
TN LS E Y R AR 32 R ARL kb A EE M o Hltie e o AN s o s 1) SR 5 A A I
RS AE PGP A e, g e o B s e s T 0 )

4 FEHRENSE

s K TN 128 Euds, FIRNMK = (MK, MKy, MK,,MK;), H*FMK; (i = 0,1,2,3)
CEHHFIR N (rko, ke, -+, Tk31), Hehrk;(i = 0,--,31) 0 32 FeREF . Re % 0 nas %5 4]
/_:E)&O



FK = (FKy, FKy,FK,, FK3) N R4 540, CK = (CKy, CKy, -+, CK3 ) AIE E S50, H T %%
Y EEE, HhFK G =0,-,3). CK;(i=0,-,31)NF.

5 BERHF

5.1 BRREEW

BN Ko, X1, X2, X3) € (Z32)*, RHH rk € Z3%, MR REFH:
F(Xo, X1, X2, X5,7k) = Xo®T (X, ®X,®X;Drk).

52 EREBRT

T:25% - Z32 R — Al iAs i, AR ME A B o Mg HLE Ak, BT = L(z()).

(1) At AHe

Tl 4 NIFATI S &K

BWHIAAA = (ag, a4, a5, a3) € (Z3)*, Hith B = (bg, by, by, b3) € (Z3)*, N
(bg, by, by, b3) = 1(4) = (Sbox(ao),Sbox(al),Sbox(az),Sbox(a3))

b, Sbox Hdi R

0 1 2 3 4 5 6 7 8 9 A B C | D E F
0 (D6 |90 |E9 FE |CC |E1 |3D |B7 16 |B6 (14 |C2 28 |FB [2C |05
1 (2B |67 |9A 76 2A |BE |04 |C3 A |44 |13 |26 49 186 |06 |99
2 |9C |42 |50 F4 |91 |EF |98 |7A |33 |54 |0B |43 E |ICF |AC |62
3 |E4 |B3 |I1C A9 |C9 |08 |E8 |95 80 DF |94 |F 75 |8F |3F |A6
4 (47 |07 |A7 FC|F3 |73 |17 BA |83 |59 (3C |19 |E6 |85 |[|4F |A8
5 |68 |6B |81 B2|71 (64 DA |8B |F8 ([EB |OF |4B | 70 (56 |9D |35
6 |[1E |24 |OE SE |63 |58 |D1 |A2 25 122 |7C |3B 01 |21 |78 |87
7 ||D4 00 |46 57 |9F |D3 |27 |52 |4C |36 |02 |E7 |AO0 |[C4 |C8 |9E
8 E |BF [8A D240 |C7 |38 |B5 |A3 [F7 |F2 |CE |F9 |61 15 |Al
9 [EO |AE |5D A419B |34 [1A |55 A 193 (32 |30 |F5 (8C |B1 |E3
A 1D |F6 |E2 2E |82 |66 |CA |60 |CO |29 |23 |AB 0 (53 |4E |6F
B |[D5 DB |37 45 DE |[FD |8E |2F 03 [FF |6A |72 6 |6C |5B |51
C (8D |1B |A 92 BB DD BC |7F 11 |D9 (5C |41 1IF |10 [5A |D8
D [0A |C1 |31 88 |A5 |ICD (7B |BD |2D |74 |DO0 |12 B8 |E5 (B4 |BO
E |8 |69 |97 4A10C |96 |77 |7E 65 B9 |F1 |09 |[C5 |6E |C6 |84
F |18 |FO |7D EC|3A |[DC 4D |20 79 |\EE |5F |3E D ([CB |39 |48
¥ MINEF, WE S &R MR P EETREEFSIME, Sbox(EF) = 84.

(2) LMt L

LA T A R 2R L N . WIACAB € Z3%, fitiohC € Z3%, N

C=LB)=BOB «K 2)®(B « 10)®(B « 18)D(B <L 24).
6 HyEk#R
6.1 In%s sk

A A 32 PGB E A 1 R P84 R Al
BE SN (Xo, X1, X2, X3) € (Z32)*, TSR N (Yo, Yy, Yo, Ys) € (Z32)*, BHEHIN

2



rk; € Z3%, i =0,1,-,31. MHEFENEHEIENT:
() 32 WIERIZH: Xips = F(Xy, Xip1, Xivo, Xivs, k) 0=0,1,-,31;
(2) ST AR (YO'Y1'Y2'Y3) = R(X32:X33'X34'X35) = (X35'X34rX33'X32)°

6.2 fRIREG:

AL B R AR 5 N AR e AR R, ASE DR R B T . s, A
BT (rksy, rksg, -, ko) o

6.3 EHY BHEE

AR EVEE B I IR Y R SR A R

N #YIMK = (MKy, MKy, MK,, MK3) € (Z3%)*, #%81E R 55R:

(Ko, K1, Ky, K3) = (MKy®FKy, MK{®FK,, MK,®FK,, MK:®FK3),

Tk = Kip4 = KT (K;41©K; DK 3®CK;), i1 =0,1,-,31.

Horr:

()T ¥ 52 MER T LD L&A L:

L'(B) = B®(B << 13)®(B «< 23);

(2) KRGS FK MHUE N :

FK, = (A3B1BAC6), FK; = (56AA3350), FK, = (677D9197), FK; = (B27022DC);

(3) [ S HCK W BUE 7R -

Bck;  NCKMERj 515 = 0,1,-+,31;j = 0,1,2,3), BICK; = (ckyg, ckiy,ckiy ckis) €
(ZD*, Wick;; = (4i + j)x7(mod 256).

[l & 28K, (i = 0,1,---,31) BAK{E -

00070E15, 1C232A31, 383F464D, 545B6269,

70777E85, 8C939AA1, ASAFB6BD, C4CBD2D9,

EOE7EEF5, FCO30A11, 181F262D, 343B4249,

50575E65, 6C737A81, 888F969D, A4ABB2B,

COC7CED5, DCE3EAF1, F8FFO60D, 141B2229,

30373E45, 4C535A61, 686F767D, 848B9299,

AOATAEB5, BCC3CAD1, DSDFEGED, F4FB0209,

10171E25, 2C333A41, 484F565D, 646B7279.



FZ A
BHERH
Al 81

AN SMA 43 41 B 00 By 0t — 2 B Sk AT N % ) i SR ] .
BINBISC: 01 23 45 67 89 AB CD EF FE DC BA 98 76 54 32 10
EINEEEH: 01 234567 89 AB CD EF FE DC BA 98 76 54 32 10

REHASTREHRES:

rk[ 0] = F12186F9 X[ 0] = 27FAD345
k[ 1]=41662B61 X[ 1]= A18B4CB2
k[ 2] = SAGABI9A X[ 2] = 11CIE22A
rk [ 3] = 7BA92077 X[ 3] = CC13E2EE
rk [ 4] = 367360F4 X[ 4] = F87C5BD5
rk [ 5]=776A0C61 X[ 5] = 33220757
7k [ 6] = B6BB89B3 X[ 6] = 77F4C297
k[ 7]= 24763151 X[ 7] = 7A96F2EB
rk [ 8] = A520307C X[ 8] = 27DACO7F
7k [ 9] = B7584DBD X[ 9] = 42DDOF19
7k [10] = C30753ED X[10] = BSASDAO2
rk [11] = TEE55B57 X[11]=907127FA
rk [12] = 6988608C X[12] = 8B952B83
rk [13] = 30D895B7 X[13] = D42B7C59
rk [14] = 44BA14AF X[14] = 2FFC5831
rk [15] = 104495A1 X[15] = F69E6888
rk [16] = D120B428 X[16] = AF2432C4
1k [17] = 73B55FA3 X[17] = EDIECS5E
rk [18] = CC874966 X[18] = 55A3BA22
rk [19] = 92244439 X[19] = 124BI18AA
7k [20] = E89E641F X[20] = 6AE7725F
rk [21] = 98CA015A X[21] = FACBA1F9
7k [22] = C7159060 X[22] = IDCDFA10
7k [23] = 99E1FD2E X[23] = 2FF60603
rk [24] = B79BD80C X[24] = EFF24FDC
7k [25] = 1D2115B0 X[25] = 6FE46B75
7k [26] = 0E228 AEB X[26] = 893450AD
rk [27] = F1780C81 X[27] = TB938F4AC
rk [28] = 428D3654 X[28] = 536E4246
7k [29] = 62293496 X[29] = 86B3E94F
7k [30] = 01CF72ES5 X[30] = D206965E
rk [31]=9124A012 X[31] = 681EDF34

#IH % 3C: 68 1E DF 34 D2 06 96 5E 86 B3 E9 4F 53 6E 42 46

A2 B2

AT N SM4 43 41 300 S AE [ s i s a5 5], b — 20 B SO B N 1000000k 1138

EVIN(IR
EINBI3C: 01 23 45 67 89 AB CD EF FE DC BA 98 76 54 32 10
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EINEEEH: 01 23 4567 89 AB CD EF FE DC BA 98 76 54 32 10
HyHIBE 3C: 59 52 98 C7 C6 FD 27 1F 04 02 F8 04 C3 3D 3F 66




